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Call for Papers: Special Session 

The rapid evolution of autonomous electric vehicles (AEVs) is reshaping the future of mobility, offering 
significant advancements in efficiency, sustainability, and convenience. However, the increased 
connectivity and complexity of these vehicles introduce critical cyber-physical security challenges that need 
to be addressed to ensure safety and reliability. This special session aims to bring together researchers, 
practitioners, and industry experts to discuss the latest developments, innovations, and practical solutions 
for enhancing the security of AEVs. We invite original research papers and case studies that focus on cyber- 
physical security issues related to autonomous electric vehicles. Topics of interest include, but are not 
limited to: 

• Cybersecurity Threats and Risk Assessment in AEVs 

• Intrusion Detection and Prevention Systems (IDPS) 
• Anomaly detection strategies 

• AI and GenAI for Security in AEVs 

• Secure Communication Protocols for V2X (Vehicle-to-Everything) Networks 

• Penetration Testing and Security Validation for AEVs 

• Hardware and Software Security in Electric Powertrains and Control Systems 

• Resilient Architectures and Fault-Tolerant Systems 

• Integration of Cyber-Physical Security Standards and Regulations 

• AI and Machine Learning for Predictive Security in AEVs 

• Smart Charging and Vehicle-to-Grid (V2G) Security 

• Dataset for cybersecurity strategies 
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We kindly request the contributors to confirm your interest in participating by reaching out to one of the 
session organizers on or before November 26, 2024. In your response, please include the following 
information: 

• A brief summary of your proposed paper (this will help us plan and organize the sessions 
effectively), 

• A list of authors, 
• The proposed title of your paper. 

We look forward to your participation and appreciate your timely response. 
 

 

Organizers 

• Deepa Kundur 
Professor & Chair 
The Edward S. Rogers Sr. Department of Electrical & Computer Engineering 
University of Toronto 
10 King’s College Road, SF1024 
Toronto, Ontario, M5S 3G4 
dkundur@ece.utoronto.ca 

• Mohammad Al Janaideh 
Assistant Professor 
School of Engineering 

Albert A. Thornbrough Building 
University of Guelph 
maljanai@uoguelph.ca 

• Max Mauro Dias Santos 
Assistant Professor 
Department of Electronics 

Federal Technological University of Paraná – Ponta Grossa 
R. Doutor Washington Subtil Chueire, 330 - Jardim Carvalho 
Ponta Grossa - PR, 84017-220 
maxsantos@utfpr.edu.br 

 
Deadlines (following the ISIE 2025): 
• Special Session Paper Submission March 31, 2025 

• Paper Submission Acceptance Notification April 15, 2025 

• Camera-ready paper submission May 14, 2025 

 

Accepted and presented papers will be published in the conference proceedings, and submitted for 
inclusion in IEEE Xplore on‐line digital library. 
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Potential Contributing Authors (names and emails): 

Dr. Ahmad Mohammad Saber, University of Toronto, Canada, a.abdelsamie@mail.utoronto.ca 
Dr. Mohammad Al Janaideh, University of Guelph, Canada, maljanai@uoguelph.ca 
Dr. Deepa Kundur, University of Toronto, Canada, dkundur@ece.utoronto.ca 
Dr. Ahmad Mohammad Saber, University of Toronto, Canada, a.abdelsamie@mail.utoronto.ca 
Dr. Max Mauro Dias Santos, Federal Technological University of Paraná, Brazil, maxsantos@utfpr.edu.br 
Dr. Mohsen Khalaf, Hydro Quebec, Canda, m.khalaf@utoronto.ca 
Dr. Ali Ghorbani, University of New Brunswick, Canada, ghorbani@unb.ca 
Dr. Marthe Kassouf, Hydro Quebec, Canada, kassouf.marthe@hydroquebec.com 
Dr. Amr Youssef, Concordia University, Canada, amr.youssef@concordia.ca 
Dr. Selma Saidi, Hamburg University of Technology, Germany, selma.saidi@tuhh.de 
Dr. Akramul Azim, University of Ontario Institute of Technology, Canada, akramul.azim@uoit.ca 
Dr. Walaa Hamouda, Concordia University, Canada, walaa.hamouda@concordia.ca 
Dr. Steve E. Shladover, Road Vehicle Automation Systems Researcher, USA, steve@path.berkeley.edu 
Dr. Michele Zorzi, University of Padova, Italy, zorzi@dei.unipd.it 
Dr. Lex Fridman, Massachusetts Institute of Technology, USA, fridman@mit.edu 
Dr. Guoqi Xie, Hunan University, China, xgqman@hnu.edu.cn 
Dr. Renfa Li, Hunan University, China, renfali@hnu.edu.cn 
Dr. Haibo Zeng, Virginia Tech, USA, hbzeng@vt.edu 
Dr. Raquel Urtasun, University of Toronto, Canada, urtasun@cs.toronto.edu 
Dr. Dongpu Cao, University of Waterloo, Canada, dongpu.cao@uwaterloo.ca 
Dr. Leopoldo Rideki Yoshioka, University of São Paulo, Brazil, leopoldo.yoshioka@usp.br 
Dr. Evandro Leonardo Teixeira, University of Brasilia – Gama, Brazil, evandroleonardo@unb.br 
Dr. João Francisco Justo, University of São Paulo, Brazil, joao.justo@usp.br 
Dr. Ning Zhang, University of Windsor, Canada, ning.zhang@uwindsor.ca 

 
 

Potential Reviewers (names and emails): 
 

Dr. Ahmad Mohammad Saber, University of Toronto, Canada, a.abdelsamie@mail.utoronto.ca 
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Dr. João Francisco Justo, University of São Paulo, Brazil, joao.justo@usp.br 
Dr. Ning Zhang, University of Windsor, Canada, ning.zhang@uwindsor.ca 

 
 

IES Technical Committee Sponsoring the Special Session: 

IEEE IES TCTE – Technical Committee on Transportation Electrification 
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